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l) Administrative Data

Background

w Effectivelinking and sharing of medical and other
social data for research has great potential for public

good

w It also presents challenges in terms of protecting
Individual privacy

w Public confidence and engagement are critical to a
careful advance in the use of these techniques
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Northern Ireland Life and Times survey

w Aimsto monitor the attitudes and behaviour of people in Northern Ireland
annually

w Comprised of modules which vary from year/&ar
w 2015 survey included a module of questions and vignettes relating to date
sharing
¢ RSNAOGSR YIFIAyte FNRY (GUKS W5ALFf 23
IpsosMori in 2014
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https://www.ipsos-mori.com/researchpublications/publications/1652/Dialogoa-Data.aspx
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Methods— Participants and Procedures

w Systematicandom sample of addresses
C persqn\\tolbe interviewed [andomly selectedAusing the
WY SEU OANIKRIeQ NIHzt S
w Interviews

¢ conducted, with adults aged 18 years or over, between
215t September and 22 December 2015

¢OF NNASR 2dzi FFOS 42 FI0OS A
Computer Assisted Personal Interviewing
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Survey Sample Barec oot W 55% Response rate
NILT 2015 m
(weighted) ow 26% Refusal

NI Census 2011 1,431,540 18% No contact
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Trust in
Organisations

..to keep information or data
that they have about people
secure and use it
appropriately

G?S]rg/eory 8 6 °/o

The NHS

73% 72%

Government Academic
Departments Researches in
a University

1%
Charities
41%
Commericial
Organisations

like Insurance
Companies
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Concerns about how these organisations use
the information they keep about people (1)

| think they will use my information for other purposes 70%

they won't tell me about ( )

They might lose my information to hackers 62% Q
¢ (I B

L o) ,
AL,
They might lose my information by accident 43% “63“‘ o™ T

@592, con®
C I o el

‘e?

| don’t think they will use the information for my personal
benefit

(

36%
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Concerns about how these organisations use
the information they keep about people (2)

| don’t think | would be able to change/delete 30%
my information if it is wrong

| don’t trust them to keep accurate records 29%
about me
| don’t trust them at all 27%

My personal information may be used to discriminate
against me

20%

N HSC PUbIlC Health Queen's University
Ulster J Agency @ Belfast

Research and Development



Northern Ireland

ACCESS RESEARCH KNOWLEDGE

l Administrative Data
Research Centre

w An Electronic Care Recomlas introduced In
Northern Ireland in 2013

w Overwhelming support

¢ 98%find the systemacceptablan an emergency
situation

¢ 96%find the systemacceptablan a non
emergency situation
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Sharing of GP records outside the NHS

w Passingf information to another government department to help
Improve services

¢ 80% thought it would be acceptable to pass on information about
people with a longerm physical illnesgo benefit offices so they
could be encouraged or helped to apply for disability benefits

¢ 71% thought it would be acceptable to do this for those with adong
term mental illness

w Passing of information outside government departments

¢ 67% thought it would be acceptable to pass informatiorschools
about health conditions that might affect a child during the school day
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Linking health data for use by academic
researchers

w Identified or deidentified (anonymised)
w Other data security measures
w With or without individual informed consent

w Public benefit
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Suppose some university researchers are studying the causes of
Parkinsonb6és disease. They are all
including medical information about patients as well as their age, sex and
occupation. However they are not allowed to see names, addresses or
postcodes. But the researchers are very keen to know roughly where
patients live because some people think that there is a link between
Parkinsonb6s disease and | iving ne
ed.

o weaud

87%YESNHSstaff link postcodes to agricultural data, remove postcodes,
and pass data to researchers

60% YESNHSstaff passLJF G A Sy (i & Q relsgrahera@@thes éan link2
to agricultural data
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And suppose researchers wanted to find out if babies born prematurely di
less well at school so that in future such children should automatically be
considered for extra help in the classroom. If the people who keep hospital
records link them to school records and pass the researchers this data
without names or addresses or other identifiers then the researchers can
look at the patterns in the data. Do you think that this should be allow

...... Hos pi t al linkdhaspital cesords abautf pfemature babies to
school records and pass-tientified data to researchergs3%YES
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Investment

The need for 3 0 °/°
cionsent_

Respondents were very
divided on this issue

isn't necessary to ask for consent

34%

always have try to get consent
when you can

31%

: - \always have to ask for each
individual patient’s consent
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The need for 3 0 °/°
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Respondents were very
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The need for 3 0 °/°
Eonsent_ - isn't necessary to ask for consent

Respondents were very
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Importance of safeguards for academic research

Statistical results made publi—
research done in dedicated secure data ceb

official approval for research project

there are penalties if researchers breach data secfb

the research must have a clear public ben

identifiers must be removed from the da

researchers are Vette—

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Commercial
access to data (1)

felt commercial
organisations should
be subject to more
safeguards than
university researchers
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Commercial AU\ AL\ AL\
access to data (2) VAN AN Y,
Gi:’e" the exan.\ple _°f a drug. company 26% agreed (50% disagreed) that they
using NHS patient information to wouldn’t want commercial organisations
determine which patients might benefit to get access at all because they should
the most from a new drug to cure pay for all their own research.
Alzheimer’s disease...

¢ ¢ 9 ¥
75% agreed (13% disagreed) that commercial 57% agreed (22% disagreed) that
organisations should have access to patient commercial organisations should pay a
records as we will all benefit from a cure for fee to get the data as they will make a
Alzheimer’s disease. profit out of any new drug.
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GFLISNBR2Y It RIFIGF OFYy 6S YIRS |
to privacy maintained, then the data should be used where there
IS a benefit tasocietyg

85% Agree
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Conclusion

Public Support

Public support for data sharing is
linked to... g

Data protection measures

Trust in organisations

The perception of public benefit
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Public Attitudes to Data Sharing
Direct Care

Trust- within our trusts (86%)
In primary care (91%).
Unease- sharing information outside the HSC
family with charities, academic
and communityorganisations
- sharing of sensitive information



Public Attitudes to Data Sharing
Secondary Uses

Awarenes0f the potential benefits of the uses of health information
for health and social care research.

Supportfor allowing such uses. But with clear caveats.

Control and securityPersonal identifiable information should not be
used for such research, however worthy,

In the absence of consent,
In the absence of high standards of security,
In the absence of strong sanctions for accidental or willful breaches

Use of deidentified data. A substantial number of people would wish
to have a consenting arrangement for use for linking data sets for
research even ofanonymisednformation.



Public Attitudes to Data Sharing
Secondary Uses

Table10 Consentand Datasharing %

It A & vie@a$saryto askfor consentfor linking data in 30
thesewaysaslongasthere is a guaranteethat nobody
will be identified

Youshould alwayshave try to get consentwhen you 34
can but if the difficulties are too great important
researchshould not have to be abandonedfor this
reason

You should always have to ask for each individual 31
p at | econsenhtsbefore linking their data with
anything else and you will have to abandon the
researchf there are difficultiescontactingpeople

5 2 ykabw 5




Public Attitudes to Data Sharing
Secondary Uses

Table 9: Acceptability of data linking
without names or addresses or other identifier§3)

Yes (Definitely or
probably)

%

Men 74

Women 71
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Secondary Uses
Table 8: Acceptability of data linking (2)

Do you think that the NHS staff should be allowed to
pass on the patients’ actual postcodes to the researchers and let them link it

with the agricultural data?

Definitely or
probably should
be allowed

%

Men 63

Women 58




Public Attitudes to Data Sharing
Secondary Uses

Table 17 Generalillingness for own personal data to be used

Agree| Neither | Disagreg 5 2 Y !
agree know
nor
disagree
% % % %

L R2y QG OFNB ¢gK2 dzaS{ 20 10 69 1
L R 2y Qaw dafaicyliBcted about me is
used, as long as names and addresses are taf 74 8 16 2
off and there is a guarantee not to identify me
L R2YQuUu gl yu dzy A dS NA ] 16 16 64 4
use my personal data at all
L R2Y QU g Yy U nisai®hnsYoD&D ] 39 21 35 5

able to use my personal information at all




Public Attitudes to Data Sharing

Secondary Uses

Table 19: The balance between the right to privacy and the public good

Agree | Neither | Disagree 5 2 Yy ¢
agree know
nor
disagree
% % % %

The rlgI”_|t to privacy has to be respected over 33 19 4 5
everything else
If personal data can be made anonymous ang
LISNBR 2y Qa NAIKU 02 LINJ a5 3 4 3

data should be used where there is a benefit t
society.




Public Attitudes to Data Sharing
Context

In NI:

Code of Practice on Protecting the Confidentiality of Service Use
Information

Personal Data Guardians

Privacy Advisory Committee

Honest Broker Service

HSC (Control of Data Processing) Act

Nationally:

National Data Guardian Review of Data Security, Consent and
Opt-Outs

Underpinning all:
DPA, HRA, Common Law Duty of Confidentiality
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Context
The Nati onal Data Guardi a;
G¢CKS OlFasS F2NJ RFEGl &aKIFNRY.
LJdzo f A O¢

G ¢CKSNBE aK2dzZ R 08ddi Y8®RSOZ
G¢CKS Lzt AO0O A& OoONRIFIRfe& Oz

Information to be used for health and social care
LJdzN1J2 8 Sa4 0Se€2yYyR RANBOU C



Table 19: The balance between the right to privacy ant
the public good

Agree | Neither | Disagree| 5 2 y Q

agree nor know
disagree
% % % %
The right to privacy has to be respected over
rg privacy has sp V 83 15 4 5

everything else

If personal data can be made
anonymous and a
to privacymaintained, thenthe |85 |8 4 3
data should be used where there
IS a benefit to society.




Public Attitudes to Data Sharing
Context

HSC (Control of Data Processing) Act (NI)

The committeemust arrange for thelissemination(in such form
and manner as it considers appropriatd)such informationas it

may appear to it appropriate to givte the public about the
operation of this Act(and any other relevant matter, and)

particular about therights of relevant persons regarding the
processing of confidential informationf those persons.



Public Attitudes to Data Sharing
Context

HSC (Control of Data Processing) Act (NI)

The committee must arrange for thtlessemination(in such form
and manner as it considers appropriatd)such informationas it
may appear to it appropriate to givte the public about the
operation of this Actland any other relevant matter, and)
particular about the rights of relevant persons regardlng the
processing of confidential informationf those persons.

The circumstances in which the committee naaphorisethe
processing of confidential informationf a relevant persoshal

not includecircumstancesvhere that person has made
representationsto the committeell KI & 0 KS NXf SO
confidential information shouldhot be disclosed or processed



Public Attitudes to Data Sharing
Going Forward

For any and all uses of patient health data:
GLJWzof AO O2YFARSYOS

For any proposed uses of patient data for health
and social care purposes not directly related to
their care:

AUKS NARAIKIG G2 LINAGLE O8
SOSNBEUOUKAY3I Sf ast
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